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Executive Summary

This document accompanies the delivery of the final release of the Decision Support System (DSS)
developed in Task 4.3 “Decision Support mechanisms for Edge/Cloud computation moving” (M6-M33)
which includes Pledger’s Configuration and Recommender functional subsystems described in D2.3.
DSS is a component designed and developed in Pledger to allow service providers allocate resources
for Decentralised Applications while reducing Service Level Agreement violations, end-to-end latency
for cloud, edge, and far-edge infrastructures, taking into consideration the energy consumption on the
edge.

Some of the introduced optimisations have been accompanied by novel IEEE scientific publications,
referred later in this document, as well as proper documentation on Gitlab and demos on YouTube, used
to promote the results in an IEEE ICC demo conference paper in 2022.
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1 Introduction

1.1 Purpose of the document

The purpose of this deliverable (D4.6) is to provide functional and technical description of the main
functionalities, functional components, and services of the Pledger Decision Support tools for task T4.3,
named as Decision Support System (DSS) within this document for convenience.

This deliverable accompanies the tools final release and provides installation, documentation, and usage
guidelines, as well as demos of the main functionalities.

1.2 Relation to the other project work

The DSS and the present deliverable are guided by the work performed in WP2 about the requirement
analysis (D2.2[1]) and the architecture (D2.3[2]), and use the first release of this document, the D4.3[3],
as a baseline to present the complete and updated list of features available in the final DSS release.
The DSS is coupled with the core Pledger components developed in WP3: in particular, it relies on the
Benchmarking and AppProfiler (D3.4[4]) for the selection of the best infrastructure to host a
Decentralised Application (DApp), on the Orchestrator (D3.5[5]) to deploy DApps on an infrastructure,
on the Service Level Agreement (SLA) Manager and the Monitoring Engine (D3.6[6])) to receive SLA
violations and monitoring data.

Finally, DSS integration details with the other Pledger core components is documented in D5.6[7].

1.3 Structure of the document

This document is structured in 6 sections :
» Section 2 presents the DSS functional description aligned with the overall architecture of Pledger and
the new features available.

» Section 3 presents the technical description of the DSS with reference to the initial features described
in D4.3 and focus on those introduced in the final release.

» Section 4 presents the updated installation and usage guide of the DSS.
» Section 5 presents the updated DSS demos.

» Section 6 presents the conclusions.

1.4 Progress for the second project period

The first release of the Pledger Decision Tools has been presented in in D4.3 in M20 covering the first

project period (until M20), where such tools focused more on the configuration options as well as the

management of the data exchanged with other Pledger core components. It also includes a first version

of the optimization algorithm to introduce the updates needed to manage private, scarce, and diverse

edge resources using SLA violations as feedback.

For the second project period (from M21 until M33), this release has been used as a baseline for the

design and implementation of new optimization algorithms, some accompanied by novel IEEE scientific

publications, along with finer-grained Service Level Agreements (SLA) violations management.

As it will be further detailed in this document, the major advancements in this period have been:

» improved SLA violations management with the options to process, ignore or suspend them within the
DSS optimizations.

» refactoring of the initial optimization presented in D4.3 to allow finer grained control.

» an optimization algorithm (named “ECODA”) to reduce end-to-end latency and resource
optimization in cloud-edge infrastructure, based on a novel IEEE publication [29].

» an optimization algorithm (named “TTODA”) to reduce end-to-end latency and resource
optimization in cloud-edge-faredge infrastructure, based on a novel IEEE publication [30].
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» an optimization algorithm (named “EA-ECODA”) to reduce end-to-end latency, energy consumption
on the edge and resource optimization in cloud-edge infrastructure.
» Extended configuration to support the above listed updates.

1.5 Glossary adopted in this document

» Pledger core system. The system that aggregates all the core results and developed components of the
project. Corresponding components result in the Minimum Viable Product (MVP) of Pledger, the
system that will be freely available to users and other projects and initiatives. Most of the core
components represent the exploitable part of the project and contain all the main features that will
deem Pledger successful as a project.

» Pledger core subsystems. The subsystems that belong to the Pledger core system.
» (Functional) Component. A module / component of the system offering a specific functionality.

» Asset. A tool already available by one of the partners of the consortium for the materialisation of
functional components or subsystems.

» (Functional) Subsystem. A group of interrelated functional components.

» Decision Support System (DSS). The Pledger Decision Support tools developed in task T4.3 and
described in this document.
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2 Functional description

The Decision Support tools have been specifically designed for Pledger and allow service providers to
optimize resource usage, latency and energy consumption on the edge based on the different needs of
the Decentralised Applications (DApps), with the goal to minimize the SLA violations and fulfill the
agreed Quality of Service (QoS).

For convenience, in this document Decision Support Tools are named “Decision Support System”
(DSS); also, the key features described in D4.3 for the first project period are reported in this document
to provide a comprehensive description of the DSS, highlighting the progress achieved since the first
release.

2.1 Objective of the DSS

The DSS implements a complete Monitoring, Analysis, Planning and Execution (MAPE) loop for cloud-
edge-faredge infrastructures. The goal is to find the best node to deploy DApps, while providing
different optimizations and supported scenarios to the service provider, backed up by continuous SLA
violation monitoring to fulfil the agreed QoS. Figure 1 shows the high-level schema of the DSS.

App Profiling

Figure 1: DSS high-level schema

Within Pledger architecture presented in D2.3, the DSS is positioned as part of the Management layer,
spanning over the Configuration and the Orchestration subsystems, as shown in Figure 2.

Document name: D4.6 Decision Support tools I Page: 11 0f 46
Reference: D4.6 |Dissemination: [PU [Version: [O.8 Status: Final




a PLEDGER

«Subsystems {l ~ «Subsystems g
Orchestration ) Configuration

‘Management
Subsystems

Figure 2: Pledger functional subsystems

Similarly, Figure 3 extracted from the architecture deliverable (D2.3), identifies the functional
components integrated with the DSS : highlighted in blue those for the decision making, for simplicity
later referred as DSS ; highlighted in red those related to the configuration to support the DSS activities,
later referred as ConfService.

«subsystems Orchestration 8 «subsystems Configuration 2 |
[ i
ConfService
ot Al a——1 A i €]
Engme Manageor
3
:Scaling E App E
Engine Conmnnam‘-wn cllnaou o
“E— ——
oSS 9 - Ok
Engine Profiler
Recommender Tukes' SaaSAloas B | W 8 1H
o8 o Configuration [
I —
— =

Figure 3: Pledger functional layer components: DSS and ConfService

For the Configuration subsystem (with no major updates since the first project period) the following
functional components : [aaS and App Configuration Manager, merged into the Configuration Service
backend, the Configuration Dashboard, which is the Configuration Service User Interface (UI), and the
Configuration Data Base (DB) used to persist data.

The list of the Configuration subsystem functional components implemented by the DSS, and their roles
are reported in Table 1, already presented in D4.3 and reported here for the sake of readability.
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Table 1 : Pledger Configuration subsystem functional components implemented by the DSS

ID Component Functionali
The IaaS Configuration Manager is responsible for the management of
IaaS infrastructure conﬁgl.lration, sp.anning from the credentials to the main
FC.1.1 | Configuration topology and properties of the infrastructure (such as the servers URL,
o Manager the master/worker properties for Kubernetes, GPU type, CPU model,
etc.) that could impact scheduling decisions, as well as resource limits
configured from the Infrastructure as a Service (IaaS) providers.
The App Configuration Manager is responsible for the management of
the app configuration, which includes generic information used to
App match (Software as a Service) SaaS providers’ preferences expressed in
FC.1.2 | Configuration |their profiles, along with those specific related to QoS and SLAs. QoS
Manager keys are listed for each application and SLA values/ thresholds are
stored to allow the SLA Manager check their violations and prioritize
them.
The Configuration DB is responsible for storing the aforementioned
Configuration configuration information and sharing it through specific Application
FC.14 DB Programming Interface (API) to the other Pledger subsystems, such as
the Recommender in the Orchestration subsystem, the Benchmarking
and the SLA creators’ components.
The Configuration Dashboard is the Ul provided to IaaS and SaaS
Configuration |USTS to allow the proper configuration of the aforementioned data and
FC.1.5 Dashboard | 2180 includes reports to allow the SaaS users to have a detailed view of
the infrastructures and applications status and the recommendations for
the orchestration.

In the second project period, the advancement has been in FC.1.4 and FC.1.5 to support the
configuration needed by the novel DSS optimisations later described in the next subsection.

Similarly, for the Orchestration subsystem (with some updates since the first project period, later
described) the DSS implements the following functional components : the Recommender and
Rules/Automation DB. The latter connects to the Configuration DB to access configuration data and
produce actions for the Orchestrator (eg., scaling or offloading). The list of the Orchestrator subsystem
functional components implemented by the DSS, as well as their roles are reported in Table 2, which is
already presented in D4.3.

Table 2 : Pledger Orchestrator subsystem functional components implemented by the DSS

1D

FC.2.6

Component

Recommender

Functionality

The Recommender component is responsible to provide automations to
the SaaS providers related to the app orchestration. In particular, the
automations focus on the most efficient allocation within the available
infrastructures, taking into account :
» the infrastructure and app properties from the configuration subsystem,
» the infrastructure and app status from the IaaS Monitoring component

and the SLA Manager
» the user preferences stored again in the configuration subsystem

FC.2.7

Rules/
Automation DB

The Rules/Automation DB component stores the Recommender
configuration and includes rules to decline the decision-making process
(with regard to the user preferences) and provide automations.

In the second project period, the advancement has been in FC.2.6 and FC.2.7 in the design and
implementation of additional and more sophysticated algorithms to provide automatic scaling and
offloading based on different infrastructure and application metrics as described in the next subsection.
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2.2 Description of the functional components

In Pledger, the DSS relies on the orchestrator and the monitoring components to offer an end-to-end
smart orchestration on hybrid edge and cloud infrastructures, where benchmarking and application
profiling allow to deal with hardware diversity.

The main scenario explored is with limited resources on the edge, where different applications might
compete to keep computation on the edge, with the goal to reduce end-to-end latency and energy
consumption on the edge while fulfilling the agreed QoS.

In the first project period, release of the DSS presented in D4.3 focused on the aggregation of the
different data used to take decisions and the integration with the other Pledger components. It also
focused on the configuration of the service providers preferences to prioritise deployment options, for
example to prefer edge infrastructures over cloud, or specific nodes based on their location or hardware.
This feature allows a great degree of configurability through a dedicated User Interface (UI).

The first DSS release also included a first optimisation algorithm inspired by the Kubernetes QoS model
based on reserved resources and autoscaling, but assuming limited resources on the edge. It relies on
SLA violations as feedback to drive the decisions about either to scale or offload depending on resource
availability and service provider preferences.

In fact, Kubernetes was initially designed for the cloud, where adequate capacity planning ensures
resources availability and application can scale transparently, whereas on the edge this is not always
possible. So, while on the cloud autoscaling perfectly matches the needs to provide some QoS relying
on unlimited resources, in Pledger them main scenario explored has been with scarce edge resources,
where proper allocation is crucial and can heavily affect agreed QoS.

This first optimization, later referred as “resources” optimization, was provided to set the ground for
the others now available in the final DSS release. In “resources” optimization, according to the Service
Provider (SP) preferences, which in Pledger might prioritise edge over cloud, the DSS also verifies if a
higher priority deployment option is available and, in this case, it triggers the placing of services on
different nodes. Mainly, this means horizontally/vertically autoscale services within the edge, then
offload to cloud if there is no more space, and the opposite if resources become available on the edge.
Similarly, the DSS checks if the DApp is requesting more resources than necessary, meaning the actual
usage is far below the resource reserved and no SLA warning/violations have been received for a specific
amount of time. In this case, the DSS gradually decreases resources with a percentage which can be
configured. At the same time, the DSS gradually increases resources allocated to each DApp if they
produce any SLA warning/violation. Eventually this will lead to saturating the edge resources and result
in offloading to the cloud. The aforementioned checks about increasing/decreasing resources are done
in parallel by the DSS in order to find the optimal resource allocation : Figure 4 shows the decision tree
used by the DSS for “resources” optimization.

Document name: D4.6 Decision Support tools I Page: 14 of 46
Reference: D4.6 |Dissemination: \PU \Version: \0.8 Status: Final




a PLEDGER

r”/\

get services with SLA violations, gel services without SLA violations,
compute critical score compute steady score

sort by score and sort by score and
take highest take highest
Vi
compute new resource needs] [compute new resource needs
(eg. increase by 10%) J L (eg. decrease by 10%)

a better deployment
option exists with
request resources

Yes offload to better deployment option
(eq. offload from cloud to edge)

service's current node
has requested resources

available?

offload to worse deployment option
(eq. offload from edge to cloud)

scale:
resource increase = upfout

resource decrease => down/in

Figure 4: DSS decision tree for “resources” optimization

To summarize, “resources” optimization was introduced in the first DSS release to focus on resource
saturation on the edge and the usage of SLA violations as feedback to achieve agreed QoS. This also
allowed to test the end-to-end flow and set the ground for the next activities.

Also, this initial optimization allowed to manage all possible autoscaling (both horizontal and vertical)
as well as all possible offloading combination (eg. edge-to-edge, edge-to-cloud) based on the priorities
set by the SP, although all UCs and demonstrators have been configured to priviledge edge over cloud
and use edge resources as much as possible.

In the second project period, the latency measurements retrieval using GoldPinger[14] has been
consolidated to monitor end-to-end latency, DApps boot time has also been monitored through Metrics-
server[13], so that they are now used by the DSS optimization algorithms. Also, SLA configuration has
been improved to allow multiple ways to handle the violations, so it is now possible to include them
within the optimization, or completely ignore them (for example, because they need to be used by other
components) or let the optimization process be suspended (for example, because they notify a major
inconvenience on the network which is excluded by an SLA).

With these additional features in place, the DSS has been improved to include several additional
optimization algorithms, some described in novel IEEE publications and facing different scenarios
shown in Figure 5, taken from the online documentation available together with the source code on the
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DSS public repository on Gitlab [27] and the corresponding demo videos published on YouTube[28]
reflecting the status of the development at the moment of writing this document (August 2022).

. how many tiers is the |are edge resources |use SLA violations as |. ! is edge energy |custom
best scenario for each | 2 is edge HW very [is latency ; e
DSS optimisation infrastructure made of |managed by the DSS |feedback to achieve variable? critical? consumption |optimisation
(2-3)? exclusively? agreed QoS? critical? needed?

| resources edge-cloud yes yes yes no no no
-O‘ﬁhldiﬂx edge-cloud o yes yBS nao o no
'scaling edge-cloud no yes yes no no no
latency edge-cloud yes na no yes no no
resources_latency edge-cloud yes yes yes yes no no
latency_faredge faredge-edge-cloud = no no yes no no

_latency_faredge |faredge-edge-cloud yes yes yes yes no no
resources_latency_energy |edge-cloud yes yes yes yes ¥es no

Figure 5: DSS optimizations and possible scenario

In particular, Figure 5 shows the different scenarios which might be faced by service providers, along

with the suggested DSS optimization.

The supported scenarios are the following:

» the number of tiers the infrastructure is made of: it considers whether nodes are only cloud/edge or
cloud/edge/faredge.

» whether edge resources are managed by the DSS in an exclusive way: this allows the DSS to either
manage all edge resources or to support scenarios where high priority DApps must stay on edge and
possibly scale under control of separate orchestrator, leaving to the DSS the management of the
remaining resources.

» whether SLA violations are used as feedback to the DSS.

whether latency is critical.

» whether HW on edge is homogeneus. If not, benchmarking is used together with AppProfiler to
choose the best node possible for a given DApp.

» whether to include energy consumption consideration.

In the end, the DSS also includes a custom optimization through webhook calls to the DSS API to deal
with specific needs outside those listed.

v

The DSS combines the above-mentioned scenarios and provide the following optimisations that can
be configured through the UI:

» “resources”

“scaling”

“offloading”

“latency”
“resources_latency”
“latency faredge”
“resources_latency faredge”
“resources_latency energy”
“webhook”

Along with “resources” optimization, whose algorithm has been described in D4.3 and summarized
before, “scaling” and “offloading” represents two simplifications required by Pledger Use Cases (UC)
where resources are not managed by the DSS exclusively, so “resources” optimization algorithm is

vV vVVvVvVvVvVvVvVeYwVw
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applied on resource quotas which change over time, then actions taken are limited to just scaling or
offloading because of specific UC constraints. For example, in UC1 there is no option to offload to the
cloud for lack of compatible infrastructure based on Windows operating system, whereas in UC3 the
action requested has been to avoid scaling, offloading on the cloud when resources are not available, to
grant edge resources to higher priority processes not managed by the DSS.

To summarize, the simplified scenario supported for the UCs requires higher priority services to stay on
the edge, while the DSS manages the rest of the resources, keeping low priority services on the edge as
much as possible and using SLA violations as feedback to trigger offloading/scaling.

Figure 6 shows the “scaling” and “offloading” optimizations with resources not managed by the DSS in

an exclusive way.
external orchestrator for DSS
high priority services

u | High-priority App | II low-priority App

Figure 6: DSS not managing edge resources exclusively

The next optimization, “latency”, implements the edge-to-cloud offloading decision algorithm
(ECODA), presented in a novel IEEE paper presented at IEEE Globecom 2021 [29], is based on
“resources” optimization and adds the reduction of end-to-end latency on a two-tiers infrastructure (edge
and cloud) and resource usage using Lagrangian optimization. More details are provided in the above-
mentioned paper.

The “resources_latency” optimization is a combination of “resources” and “latency” ones, which is
ideal when edge devices have very different hardware capabilities and there is specific QoS to fulfill
based on SLA warnings and violations used as feedback. The goal in this case is to guarantee such QoS,
saturate the edge resources as much as possible and provide, at the same time, the minimal end-to-end
latency.

Figure 7 shows the ECODA workflow in combination with the “resources” optimization. The
continuous monitoring process done by ECODA assigns scores to the different services using
Lagrangian optimization based on latency, priority, and reserved resources as parameters. Such scores
are then used to prioritize scaling/offloading based on the available resources.

Figure 7: ECODA + "resources" algorithm
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The “latency_faredge” optimization implements the three-tier offloading decision algorithm (TTODA)
algorithm, presented in a novel IEEE paper at IEEE WCNC 2022 [30], and focuses on the optimization
of the end-to-end latency and resource usage on a three-tier infrastructure (far-edge, edge and cloud).
TTODA assigns scores to the different services using Lagrangian optimization based on latency,
priority, and reserved resources. Differently to ECODA, TTODA simultaneously optimizes the usage
of resources at the faredge and edge tiers, and the DApps running on each tier are prioritized accordingly.
More details are provided in the above-mentioned paper.

The “resources_latency_ faredge” optimization is a combination of “resources” and “latency faredge”
ones and works similarly to “resources_latency” using three-tier infrastructures.

The “resources_latency energy” optimization implements the energy-aware edge-to-cloud offloading
decision algorithm (EA-ECODA) which delivers low-latency services on battery and solar-powered
devices on the edge, using ECODA as a baseline, adding the dynamic change of the max resource
threshold to limit energy consumption due to computation while considering the amount of energy
available on batteries as well as the battery charging rate. This work will be submitted by the end of
September 2022 to IEEE Transactions on Vehicular Tecnology, a scholarly journal dedicated to
vehicular technology, covering topics such as Wireless Networks and Mobile Services, and Connected
and Autonomous Vehicles Systems, with impact factor of 6.239 [32], ranked 7th among 288 IEEE
journals [33].

Figure 8 shows the EA-ECODA workflow, where far-edge resource thresholds are continuously
changed according to the energy consumption. Then, the same workflow as in ECODA + “resources”
optimisation is applied, and the far-edge resource thresholds are fed to ECODA during each iteration.

far-edge resource
usage threshold

Energy-planning
algorithm

far-edge resource | _currently needed Monitoring engine
usage threshold resources

Delay optimisation
algorithm

offloading decision

v

Figure 8: EA-ECODA algorithm

Finally, the “webhook” optimization is left to developers to allow custom automation that might be
domain specific. To enable this process, the DSS exposes a dedicated REpresentational State Transfer
(REST) API which simplifies the integration, as described in Section 3.5.

2.3 DSS interactions with Pledger core components

In the second project period, the integration with the Orchestrator has been consolidated to support
different platforms such as Kubernetes and Docker, and to pass over the configuration needed to manage
the Slice Orchestration Engine (SOE) framework; also, AppProfiler integration have been finalized with
the parsing of the messages needed to evaluate the best node to offload DApps.

To demonstrate the replicability of the results, the DSS has been engineered with focus on modularity,
so that it is possible either to run both as a standalone component or in conjunction with Pledger core
components.
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As a standalone component, the DSS implements a complete MAPE loop for cloud-edge Kubernetes
multi-clusters via direct API calls to :

4
4
»
4

»

Kubernetes[24] (and any implementation for cloud/edge) to orchestrate DApps.

Metrics-server| 13] for infrastructure and application monitoring.

Goldpinger[ 14] for latency monitoring.

Prometheus[15] and AlertManager[16] for the SLA monitoring, using an adapter or bash scripts to
send violations.

Kafka[12] for communication/integration.

Figure 9 hows the interactions with external open source components for tests validation. For
convenience, DSS features related with configuration are separated in a different block named
“ConfService”. This separation will be further described in section 3 about the DSS technical
implementation.

1) configure

Infrastructures

and Apps deployment options
ConfService —_—

SLA violations
[= == == == == = ==| Prometheus/AlertManager
adapter or bash scripts
Saa$ provider  2) monitor DSS '
activities Ly Infrastructure and App resource usage on
| £ DSS Kubernetes (metrics-server + GoldPinger)
» A
% \d A LT L L LS LTI LS TTEEE S
Yl h deplo v
change ymen
= Kafka offload on Kubernetes
JDBC (official Kubemetes API1)
REST

Kubernetes

Infrastructure

Figure 9: DSS used as standalone component, for tests validation

When working in conjunction with Pledger core components, it gives its best, and :

»

orchestrates (virtually) any possible infrastructure, thanks to the Orchestrator which supports
Kubernetes, Docker and also custom interfaces.

automatically detects the most performant nodes for DApps, thanks to the functionalities provided by
the Benchmarking Suite and the AppProfiler.

benefits from SLA managed together with Distributed Ledger Technology (DLT), thanks to SLA
Manager which integrates with other Pledger components to support DLT.

benefits from improved reliability on control and data plane, thanks to the StreamHandler, which
overcomes the features provided by vanilla Kafka instance.

The main interactions described above are shown in Figure 10.
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1) configure
Infrastruct
n ar:l ﬁ:sfes deployment options

ConfService

SLA violations App metrics
SLA Lite <

I
|
;
]
i
I Infrastructure and
‘I? App resource usage

SaaS provider  2) monitor DSS on ANY infrastructure

: < Engine
activities 3> »
L gl DSs
Gk A A
1 —¢ LS ITSILLIT LI TS LS LSS SIS
] | Infrastructure and
| App resource usage
change deployment/ | | change deployment/  on Kubemetes A:Za'fit;cuﬁfg
offioad on ANY infrastructure, . | offioad on Kubemetes App metrics
ul | - [
Kafka on top of StreamHandler | -
JDBC v change deployment/ \7

‘ offioad on ANY ”
—  REST
Orchestrator —lnirglr_uc‘tur_a — —;‘s-

Figure 10: DSS interactions with the other core components

2.4 Outline of the DSS innovations

To summarize, the DSS innovations brought to Pledger project have been:

» A standalone smart orchestrator for Kubernets multi-clusters with novel algorithms, some published
on IEEE, to optimize resource usage and end-to-end latency on two-three tier infrastructures with
focus on the edge, with energy consumption awareness, using SLA violations as feedback to fulfill
the agreed QoS. Several optimization scenarios are provided to guide the service providers choose
the most appropriate to their needs along with an available API to be used in case of custom, domain-
specific automations.

» Together with Pledger core components, the DSS extends its capabilities including support to
orchestration of virtually any type of infrastructure and the ability to automatically detect most
performant nodes for DApps, thanks to the Benchmarking Suite and the AppProfiler. Also, it relies
on SLA Manager to describe SLAs, and benefits from the improved reliability on control and data
plane communication brought by the StreamHandler.
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3 Technical description

This section describes the DSS from a technical perspective, with highlights on the baseline technologies
and dependencies, the architecture and interfaces provided to external components, the main class
diagram, and the REST API available to the developers for possible integration.

In terms of progress, baseline technologies and dependencies, as well as components architecture and
interfaces did not change since the first DSS release presented in the D4.3, as most of the initial work
was indeed focused on setting the ground for the next development.

So, this section mainly reports what was described already in D4.3 and is presented for convenience.
For the second project period, the only updates are about the class diagram, to support the new
optimizations and their configuration.

3.1 Baseline technologies and dependencies

The DSS is composed by a Ul frontend to allow Service Provider (SP) and Infrastructure Provider (IP)
to change the configuration, a Configuration backend service to store the configuration needed by the
DSS, the DSS backend service that implements the optimization algorithms and a Relational Database
Management System (RDBMS) to persist data.

The main technologies used for the DSS are NodeJS[19] v11, Angular[10] v.11 for the frontend,
OpenJDK]8] v.11 and SpringBoot[9] v2.4 for the backend, MySQL[11] v5.5 for the RDBMS. It also
includes Kafka[12] connectors to communicate with the StreamHandler, used for asynchronous
communication with the other Pledger components as shown in the next subsection.

All the DSS services are deployed on Kubernetes using Pledger’s Continuous Integration and
Deployment (CI/CD) pipeline to leverage on continuous integration and manage the whole development
and deployment lifecycle. It also includes a custom component that allows the re-creation of table
structure and initial configuration data according to the desired version. This is meant to easily restore
the configuration status to a consistent version shared at the source repository.

The DSS also references a local instance of NodeRed[17] with some custom blocks interfacing with the
DSS API and the StreamHandler to facilitate the creation of custom automation by the SP.

3.2 Components Architecture

Figure 11 describes the main components of the DSS, with UI, Configuration service, DSS service, and
RDBMS, with detail about how they are interfacing with the core Pledger components to provide the
common configuration through a REST API using a publish/subscribe communication with the
StreamHandler.
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<<COMPOnNent>
o Prometheus
<<COmponentss
& metrics-server
<<COMPONEni>>
— Kubemetes API
<<components>
@ SLA Manager
pss
<<COMponentss
]
v <<componentss
5 L Benchmarking
v v
ScCOmponentss <COMPOnentss
Configuration service D35S service
¥ i <<componentss
<<COMPonents:s laaS PaaS Monitoring Engine
ADBMS (MySQL)
<<COMPONent>>
AppProfiler
<<COmpOonents:
= StreamHandler _
<<components>
Orchestrator

Figure 11: DSS component diagram

Configuration and DSS services interface with external services with four different approaches:

» send notification to the StreamHandler to alert interested components which can query Configuration
service REST API;

» send simple control data to the StreamHandler;

» receive simple control data from the StreamHandler;

» execute REST calls.

In particular:
» Configuration service sends notifications about new configurations available so that SLA Manager
and the Benchmarking can query configuration data through Configuration service API.
» DSS service sends control data to the Orchestrator and receives control data from laaS Monitoring
Engine and AppProfiler to gather infrastructure monitoring and app profile data.
» It also executes REST calls to Prometheus, Metrics-server and Kubernetes API to get monitoring
data and orchestrate clusters in case of “managed” DApps.
The sequence diagram in Figure 12 shows the main flow for the resource configuration. The example
reported is about the SLA Manager, although it is the same workflow used for Benchmarking.
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SLA Manager waits for updates and gets
them through REST calls

i StreamHandler SLA Manager
Service or

ConfService saves configuration StreamHandler decouple
and advertises updates |communication

Infrastiucture
Proyider

update entity M advertise updated entity ID on topic "configuration” - get msg on topic "configuriation"
| 1 P >

REST call

p™
J return entity A
B et B T T T > 3

Figure 12: Sequence diagram about configuration data exchange: SLA Manager

To summarize, the Configurator main interfaces are:
» (A) with the StreamHandler to send notifications when a configuration entity changes.
» (B) with the SLA Manager and Benchmarking, to provide the configuration using REST API

The interface A) is a publish/subscribe protocol that uses the topic “configuration” to advertise updates
on any REST entity with a JavaScript Object Notation (JSON) message sent to Kafka in the format:

{'id" ID, ‘entity': 'ENTITY_NAME’, 'operation': ‘'OPERATION_NAME’}

The format is straightforward:

» ID is the unique identifier in the Configuration service, used to possibly filter only the interested
entities.

» ENTITY NAME is the REST resource name.

» OPERATION NAME is the operation executed, UPDATE for creation/update or DELETE for
deletion.

The interface B) is the Configuration service REST API available via Swagger[18] to facilitate
integration and described in section 3.5.

Similarly, the DSS interfaces with the StreamHandler to:

» receive SLA violations, sent by the SLA Manager

» receive Benchmarking reports, sent by the Benchmarking

» receive the best node for a specific DApp, sent by the AppProfiler

» send start/stop, scaling, offloading actions to the Orchestrator, to actuate them

The sequence diagram in Figure 13 shows the main flow for the SLA Manager, which is identical to
Benchmarking and AppProfiler.
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StreamHandler decouptzsiﬁ |SLA Notifier sends SLA violations to the H

violation communication StreamHandler

StreamHandler SLA Manager

DSS receives the SLA ]ﬁ

produce SLA Violation

receive SLA violation from topic "sla_violation” | [3end SLA violation on topic "sla_vi

<+ I_EJ ;

store SLA violation

Figure 13: DSS sequence diagram to receive SLA violations

Similarly, the DSS uses the StreamHandler to publish commands for the Orchestrator to actuate the
scaling/offloading actions, as shown in Figure 14.

DSS triggers commands for the Orchestrator
(automatically/manually from SP/IP)

StreamHandler Orchestrator

StreamHandler decouple Orchestrator waits for commands and sen
communication back status updates

- ————request to start/stop/scale/offload App '

H i
-I send msg on "deployment” topic M get msg on topic "deployment” :

J bl La

—.j,ecme start/stop/scale/offioad

—L get msg from “deployment_feedback" topic send status on "deployment_feedback” topic

update status -

Figure 14: DSS sequence diagram to send commands to the Orchestrator

3.3 Class diagram

As the Configuration service role is to provide the configuration data needed by the DSS to work,
Configuration and DSS services share the same model and data is shared internally via Java Data Base
Connectivity (JDBC) protocol. The main entities and relations are shown in the class diagram in Figure
15.
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€ ServiceProvider € Infrastructure
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l

c BenchmarkRe port €  ServiceOptimisation € NodeReport

l

D
c Sia c SteadyService € AppConstraint € ServiceConstraint € ServiceReport € CriticalService

c Guarantee c SlaViolation

Figure 15: Configuration service and DSS main class diagram

The entity list and their role are described below :

4
4
4

v vVvVew

App: represents a DApp, an application that is tied to an SLA and used by a Service Provider (SP).
AppConstraint: represents the DApp constraints about infrastructure and node properties
Benchmark: represents a benchmark used to estimate the performance of an infrastructure and its
Nodes.

BenchmarkReport: represents the historical data produced by the benchmarks.

CatalogApp: represents the applications available in Pledger.

Event: represents an event that is logged and is available for further investigation.

Guarantee: represents the list of constraints agreed within a specific SLA.

Infrastructure: represents the infrastructure used, possibly owned by separate providers, with type
describing whether it is Kubernetes, Docker, etc.

InfrastructureProvider: represents the responsible entity for the infrastructure; such an entity is
introduced to identify one of the two parties involved in the definition of an SLA.
InfrastructureReport represents the resource usage about infrastructures.

Node: represents one element of an infrastructure which might have specific resources available so
that it is possible to differentiate the orchestration (scaling and placing) of applications according to
the DApps needs.

NodeReport represents the resource usage about nodes.

Project: represents a high-level contract between SP and Infrastructure Provider (IP) which allows a
SP to use an infrastructure with a resource quota.

Service: represents an executable component of an App.

ServiceConstraint: represents a constraint on a specific Service, such as the number of resources
requested.

ServiceOptimisation: represents the optimisation configured for a specific Service. This is a new
entity added in the second project period to configure the optimizations available.

ServiceProvider: represents the provider of the services in Pledger.
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» ServiceReport: contains report about the Service resource usage.

SLAViolation: represents the violation of an agreement (Guarantee) within an SLA.

» SLA: represents a contract between an InfrastructureProvider and a ServiceProvider about the
execution of a specific App. An advancement in the second period has been made about how to
manage SLA violations, with the options to use them as feedback, suspend for some time or ignore
them completely. This allows finer degree of control to the service providers.

» CriticalService: represents a Service that is eligible to resource increment or offloading to a lower
priority Node if not available on the Node currently hosting the service.

» SteadyService: represents a Service that is eligible for resource reduction or offloading to a higher

priority Node, if available, with respect to the Node currently hosting a service.

v

Three main roles are supported: “Administrator”, “ServiceProvider”, “InfrastructureProvider.

Administrator is responsible for:
» the management of the IP and SP users.
» the creation of Projects to bind SP with Infrastructures and define the quota of resources assigned

This role allows to manage Pledger users and assign them resources.

ServiceProvider is responsible for:

getting access to his/her own configuration data.

configuring his/her profile with preferences used by the DSS.

configuring CatalogApps and DApps, either public or private, and their priorities.

configuring Benchmarks, either public or private.

configuring SLA, their Guarantees and Penalties.

reading the SLA violations.

getting information about services that have their resources reduced (SteadyService) or increased
(CriticalService) by the DSS.

getting information about Service actual reserved usage and metrics about latency (ServiceReport).
setting constraints and priorities about the preferred deployments (ServiceConstraints) and monitor
which options are available due to the actual resources (DeploymentOptions).

vV VvVeVvVvVvew

v v

InfrastructureProvider is responsible for:

» defining the Infrastructure and Node topology.

» configuring custom properties on Nodes about hardware availability and so on.
» reading reports about Infrastructure and Node resource availability.

Limitations are added to allow each SP to access only their own private data, as well as public data.
Private data is considered any entity that is tied to a specific instance of a SP according to the
relationships shown in the entity diagram in Figure 15. This means, for example, that a specific SP can
access only the App and Service that are attached to that instance. The same holds for indirect relations
as well, such as Infrastructure and so on. In the latter case, a SP can access only the Infrastructure that
is attached to Projects assigned to that SP instance.

Public data is considered any entity that is not tied to any specific instance of a SP. This for example
might happen with Benchmark or CatalogApp whenever the relation with SP is not populated.

Such a scenario is included in section 5 about the configuration demo where SP and IP have access to
the Configuration Ul, where DApps (and linked entities like Services and so on) belonging to one SP
are not visible to others.
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3.4 DSS insight

This subsection describes at the DSS engine and the different optimizations that have been implemented

during the second project period.

The DSS acts as a MAPE loop, where the different stages are handled by the following main Java

packages :

» “monitoring”, responsible for the extraction of the relevant information for the DSS, that is
configuration data, monitoring data (resource usage, resource requests, latency) and so on, covering
the MAPE Monitoring stage.

» “optimization”, responsible for the MAPE Analysis and Planning stages, defining the next actions
to take, as scaling/offloading activities.

» “scheduler”, responsible for the MAPE Execution stage, commanding the scaling/offloading
activities.

For the “monitoring” package, it is worth to report that support has been added for different
infrastructure and application monitoring services, such as Prometheus, AlertManager, Metrics-server
and, of course, to Pledger core component MonitoringEngine through the StreamHandler using Kafka
protocol. Configuration is done through the ConfService, for each Infrastructure, in the “Monitoring
Plugin” field, as shown in Figure 16.

B Google B3 Home [ Done [ idess BN ToDe B9 werking B3 nNOW
ConfService DSS 0 # Home I Providers ~ B Infrastructures ~  ES Apps ~
PLEDGER
Infrastructures + Create a new Infrastructure
I MName Infrastructure
- s Type ® Endpoint 3 Monitoring Plugin ¥ Properties & Total Resources ¥ Provider 3
uci- custom  hitp:10.9.0.11:3000 {'monitoring_type': ‘kafka’'promaetheus_sndpoint’ {linfrastructure_location”.  {'cpu_millicore™: Rilippe
edge “hitp:/192.168.70.13:31402) ‘Innsbruck’} 16000, ‘memory_mb"
18000}
4 uca- Docker  hitp:10.9.0.10:2375 { itoring_type"; kafia’,| hy endpoint’ {infrastructure_location”.  {'cpu_millicore’ werena
edga “hitp:/i192.168.70.13:314027} "Gurten’} ‘3000, memory_mb'":
16000
ENG- Kas hilps://192.168.70.5:6443  [kubeconfig” {infrastructure_location”:  {'cpu_millicore’; francesco @ latency
Infra ‘varfkubeconfig_engdhublconfig’'geldpinger_endpeint:  "PontSainiMartin’} 18000, 'memaory_mb"
*hitp://192,168.70.13:300807",'monitoring_type®; T2000%

‘metrics-sarver', prometheus_endpoint’:
Thitp: 192 168.70.13:314027}

Figure 16: Monitoring configuration example

For the “optimization” package, each optimization algorithm is implemented in a separate class, with
configuration managed through the ConfService as shown in Figure 17.
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latency_faredge
resources_latency_faredge

Figure 17: Service optimization configuration example

For the “scheduler” package, pluggable support has been added to manage scaling/offloading
execution, either via direct API call to Kubernetes API or through messages sent to the Orchestrator via
the StreamHandler. Also in this case, the choice on whether to have direct API calls or rely on Pledger
orchestrator is configured on the ConfService as shown in Figure 18, where the service provider can
choose respectively an App to be “MANAGED” or “DELEGATED”.

ConfService DSS

[< ]
PLEDGER

Create or edit an App

D
1

Name
pans-produced

MMGE-D
v DELEGATED

Status

STOPPED

Service Provider

verana b
B Save

Figure 18: App management configuration example
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3.5 DSS data model, REST API and integration example

The DSS entities listed in subsection 3.3 are published as REST resources with methods that allow to:
get a complete/filtered list, get a specific instance, save, update or delete one instance using HTTP
GET, POST, PUT, DELETE methods.

The only exceptions are the InfrastructureReport, NodeReport, Event, SteadyService and CriticalService
which are read-only and available only through HTTP GET method.

The complete list of entities is available through Swagger-UI to facilitate the integration with third-party
components. Swagger also exposes the DSS data model. Figure 19 shows an example of “App” entity
REST methods and its data model.

0.13

B Google B Home [ Done

ConfService DSS

A Daployment pnars Fesourss B

Japi/apps wemeim

-y fapiiapps/(1d) pios
[oner [ —

catalog-app-resource Caiss i Resu 3
Models i

Aap - §
swesasciptar

extalopier

Figure 19: DSS Swagger-Ul accessible from the Ul — App REST resource example

An example of integration with the DSS is provided with a sample NodeRed project where 1) a webhook
is defined to receive custom automation calls from the DSS, 2) authenticates on the DSS API, 3) reads
SLA violations, then 4) connects to the StreamHandler to publish/subscribe data on a topic, with all the
building blocks a developer can use to make a custom automation with business logic. The sample
project is shown in Figure 20.
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Figure 20: DSS integration with NodeRed example
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4 Installation and usage guides

The requirements and installation did not change since the first DSS release, as most of the work focused
on development, so most of this section corresponds to what was described in D4.3 and is reported again
for convenience.
A new subsection has been added to report the test and validation activities, produced for a IEEE-ICC
2022 demo [31].

4.1 Requirements

The DSS required the following packages to be correctly installed and executed:
» OpenJDKJ[8] v11.0

» NodelJS[19] v12.0

» Npm[20] v6.0

In addition, Maven[21] v3 is needed for the correct building of the DSS application. As shown in the
next sub-section, a Jenkins[23] build file is also provided to automate the build process and YAML files
to automate the deployment on Kubernetes, so that any committed change in the DSS code is
automatically deployed and made available using the CI/CD pipeline.

4.2 Installation

The DSS and its components are packaged as a full-stack Java application using the CI/CD services
with the image made available on the Pledger Docker registry[22].

The source code and the configuration file used for the build with Jenkins is also stored in GitLab[27]
and the build is triggered automatically whenever a change in the code is committed.

Kubernetes[24] descriptors are also shared on GitLab to allow versioning and automatic deployment
and they can be used to replicate the installation on any other instance of Kubernetes outside Pledger
infrastructure. Figure 21 shows the detailed installation instructions on Gitlab.

& gitlab.com

B9 Google B3 Home [N Done (D idess BN ToDo B3 Working B3 NOW

Sign in / Register

C  confservicedss H

ConfServiceDSS
[ Project information

ConfServiceDSS is a smart orchestrator that provides resource and latency in edge/cloud multi-clusters. It provides native
Bl Repository support to Kubernetes orchestration and monitoring, and offers more advanced features when working together with the other Pledger
0 et o ©ore components.
11 Merge requests o ConfService and DSS core components are two functional components built as a unique artefact in Java, from now on called

"ConfServiceDSS". Please refer to the doc folder for the main documentation For more details, please refer to the Pladger website,
@ cyco de les section

@ Deployments
& Setup of the development environment
Packages & Registries

& Marnito ConfServiceDSS is based on JHipster 8.10.5 with this medol file. Betore you can build this project, you mist install and configure the
Mot following dependencies on your machine:
ks Analytics
= OpenlDK or Adopt DK v1.8: Java Developer Kit is used to run the project services
2 wiki . M ¥3.3: Maven is used to build the project
X Snippets = MySQL v5.6: MySQL is used to persist configuration and DSS data
* Node.js v12.16: Node is used to run a development web server and build the project.
* npm vB.14: npm is used to install Node dependencies and to launch the development front end service
After installing Node, run the following command to install development toots. You will slso need to run this command when dependencies
change in package json.
npr install
Before launching the project, you need a Kafka service running and the following topies to be configured
= configuration
# Collapse sidebar = sla_violation
Figure 21: DSS detailed install instructions
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4.3 Usage

Once the installation is in place, some initial Simple Query Language (SQL) data is also provided to
show a basic configuration and allow some tests about assignments of resources to Service Providers
and so on.

For the actual usage of the DSS, an infrastructure, the Orchestrator, the Benchmarking and some DApps
need to be configured according to the scenario described in section 5.

4.4 Test and validation

Documentation as well as validation tests have been produced to promote the DSS to the IEEE ICC

2022 demo. The goal was to facilitate the DSS usage and the replicability of the DSS optimizations.

For this reason, the documentation on Gitlab has been structured, starting from “/doc”, with subfolders

to describe (among other things):

» the DSS architecture,

» how to simulate a Kubernetes cluster with multiple cloud, edge and far-edge nodes, on a physical
machine, with KinD[26],

» documentation about each optimization,

» documentation about how to replicate the tests and validate the results

A snapshot of the DSS “/doc” folder on Gitlab is shown in Figure 22.

&« = C & gitlab.com,

B3 Google B3 Home [X Done BN idess B ToDe B3 working B3 NOW

Il Sign in [ Register

C  confservicedss B README.md

[ Project information

B Repositary This folder contains the following data:
Files » “architecture” subfolder: documentation and details about ConfServiceD5S architecture and the Pledger core components scenarios.
Commits It also highlight the dependencies with the other components and how to use only ConfServiceDSS (o test the DSS optimisations.
Branches = "env" subfolder: environment variables used for the correct execution of ConfServiceDSS
Tags = "kafka" subfolder: scripts to send Kafka messages to the DSS. This way, we can simulate SLA violations so that it is not necessary to

Contrbut integrate with SLALIte and a separate compenent using the same data model for the messages can be used,
ontributors

Graph = “kind” subfolder: documentation and scripts to setup some test environments with KinD to test DSS optimisations. This way, it is
possible 1o test the DSS optimisation in a Kubernetes multi-node infrastructure just using Docker, This allows to test the Kubernetes

earp. APl without the need to play with a real infrastructure
Locked Files T - . o
« "optimisations" subfolder: documentation and details about the optimisations implemented by the DSS. You can find there the

[r Issues o different algorithms implemented and the scenarios which fit most

M : s 3
83 Merge requests = "test" subfolder: documentation for integration tests of ConfService and DSS with Pledger , like the Banc: g suite.
¥ cyco It is mostly for internal use.
@ Deployments * tools: documentation and scripts to integrate ConfService and DSS with other tools. This includes, for example, scripts to show

) Packages & Reglstries reports in Grafana, nates for the configuration of Kubernetes, MySQL, and so on. It is mostly for internal use.

B Monitor

« Collapse sidebar

Figure 22: Snapshot of the DSS documentation folders on Gitlab

Similarly, Figure 23 shows the documentation about the setup and confuguration of KinD to create a
test Kubernetes cluster with multiple cloud, edge, and far-edge nodes, whereas Figure 24 shows the
documentation about the test validation for cloud-edge-faredge Kubernetes cluster.
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C  confservicedss Mame Last commit Last update

O Project information

[@ Repository
B3 cloud-edge-faredge improved doc 5 months ago
Files
i B cloud-edge Iimproved doc & months ago
Branches 1 DS_Store prep doc for energy optimization 2 days ago
Tags ++ README.md updatec 2 months ago
Contributors
Graph [& README.md
Compare
Locked Files This folder contains folders to setup Kubernetes envi to the DSS al hi
[ 1ssues [+] Two options are provided: one for KinD to test Kubernetes with Docker, one for real Kubernetes clusters.
1 Merge requests o #RERHOW to setup and configure KinD-based environment
@ cico This option is ideal to tes! DSS with an average laptop (quad-core CPU, 16 GB RAM, 10 GB disk space) with Docker,
@ Deployments g . > . s )
Twao environments are provided, please use the corresponding sub-folder with instructions:
5 Packages & Registries
= "cloud-edge™: two-tier cloud-edge infrastructures 1o test the DSS optimisations:
G Monitor
“resource”
s Analytics
e y "offload"
0 wiki "scaling"
# Collapse sidebar “latency” (aka "ECODA")
“resources latency” [which combines “resource” with "ECODAT) "

Figure 23: Setup of a Kubernetes cluster to test the DSS

Sign in | Register

C  confservicedss

[ README.md
[ Project information
B Repository HOWTO test ConfService/DSS with KinD in a cloud-edge-faredge infrastructure
Files g
This environment has
Commits
1 INFRASTRUCTURE
Branches
o » cluster]
Tags
Contributors 6NODEs
Graph = clusterl.contrel-plane (cloud)
= clusteriworker (cloud)
Compare

+ clusteriworker2 (edge)
Locked Files » clusteriworker3 (edge)
* cluster!workerd (laredge)

Issues o
O Issue » clusterlworkerS (faredge)

=

Merge requests (1]

Goldpinger installed to measure the latency among nodes metrics-server installed to measure the resource allocation
cico
The following instructions can be used to test Optimisations of type:

* "latency_faredge” (aka “TTODA" - see code)

= “resources _latency_faredge” (which combines "resources® with "TTODA" - see code)

&

@ Deployments
(5 Packages & Registries
@

Maonitor
B Analytics Create the test environment
0wk First, install Kind tool

# Collapse sidebar -
e s 1. dedete Kind cluster (clusterl)

Figure 24: Documentation about how to run/validate tests on a Kubernetes cluster

4.5 License

All the DSS code is provided with Apache license v2.0 [25].

4.6 Source code repository

The DSS source code is publicly available on Gitlab repository, with documentation and changelog to
track new source code tags changes, at the URL
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5 Demonstration

This section contains the references to the demo published on the project YouTube channel[28], grouped
by functional components (Configuration service and DSS) and by project period, with a reference to
the System Use Cases (SUC) defined in the MVP.

5.1 Configuration service

5.1.1 First project period

In the first project period, most of the work concerned the Configuration service and Ul along with
initial DSS features. For the readers’ convenience, the Configuration screenshots (already presented in
D4.3) are reported in Annex 8.1.

5.1.2  Second project period

In the second project period, the Configuration UI did not change much. The only update provided has
been to support DApps orchestration done either by the DSS or the Orchestrator, and to allow the
selection and configuration of the different DSS optimizations. More details are provided in section 3.4.

5.2 DSS

Several demos have been prepared during the project, all supported by videos published on YouTube
[28] and grouped into two different playlists to distinguish between first and second project period.

5.2.1 First project period

For the first project period, videos have been updated and now include a slide to describe demo

scenario. The demos available for this period are:

» “Pledger ConfService #1°, showing the Administrator configuring additional users.

» “Pledger ConfService #2°, showing the InfrastructureProvider configuration.

» “Pledger ConfService#3“, showing the ServiceProvider configuring an App, Service, with SLA and
Guarantees.

» “Pledger ConfService#4“, showing the ServiceProvider configuring the deployment options to
prioritize edge over cloud.

> “Pledger DSS#1“, showing the DSS doing a scaling down

» “Pledger DSS#2“, showing the DSS scaling up, offloading to the cloud, then back to the edge

Figure 25 shows the introduction slide for the “Pledger DSS#2” demo and the list of demo videos on
the right for the first period at M20.

Document name: D4.6 Decision Support tools I Page: 34 of 46
Reference: D4.6 |Dissemination: \PU \Version: \0.8 Status: Final




a PLEDGER

* & @ youtube.com

Google [ Home [ Done [ ideas B8 ToDo [ Working B NOW

= YouTube

¥ 4
( PLEDGER Review#1 conrsem«DSS

[

reviewd#1- Pladger ConfService

* eview#1- Pledger ConfService
1

4 > Bl 4 oosiss # @ 0O §10

review#1- Pledger DSS #2
14 views 20 Jan 2022 DSS increasing resources and offfoading to the cloud and back 1o the edge o Ruiad )y (RS0 Eindpw Froko

Figure 25: Configuration and DSS service demos for the first project period on YouTube

5.2.2 Second project period

For the second project period, videos have been prepared to demonstrate the different optimizations.
Some also describe the 1) installation process in detail, 2) how to create a test environment simulating
a Kubernetes cluster with multiple cloud, edge and far-edge nodes using KinD[26] and 3) the detailed
steps to test the optimizations and validate the results. The demos available for this period are:

“DSS #3”, about DSS installation from source.

“DSS #4”, about KinD cloud-edge Kubernetes environment setup and DSS manual operations.

“DSS #5”, about DSS scaling up/down based on SLA violations.

“DSS #6”, about DSS scaling out based on SLA violations.

“DSS #77, about DSS offloading to the cloud based on SLA violations.

“DSS #8”, about DSS optimising latency on cloud-edge Kubernetes using “ECODA” algorithm.

“DSS #9”, about DSS optimising latency on cloud-edge Kubernetes using “ECODA” algorithm and

SLA violations.

“DSS #10”, about KinD cloud-edge-faredge Kubernetes environment setup.

“DSS #11”, about DSS optimising latency on cloud-edge-faredge Kubernetes, using “TTODA”

algorithm.

» “DSS #12”, about DSS optimising latency on cloud-edge-faredge Kubernetes, using “TTODA”
algorithm and SLA violations.

» “DSS #13”, about DSS optimising energy consumption on the edge, latency and resource usage on

cloud-edge Kubernetes using “EA-ECODA” algorithm.

Figure 26 shows the introduction slide for the “Pledger DSS#10” demo and the list of demo videos on
the right for the second project period.

vV vVvVvVveVvew

v v
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Figure 26: DSS service demos for the second project period on YouTube

Also, two end-to-end integration demo videos have been published to demonstrate the integration with

DSS, SLA Manager, Orchestrator, Benchmarking and AppProfiler. These are:

» “Pledger Integration demo #1”, focused on the DSS work in conjunction with SLA Manager and
Orchestrator to launch a DApp on an infrastructure.

» “Pledger Integration demo #2”, focused on Benchmarking and AppProfiler work,
AppProfiler sends a notification to the DSS with the most performant node for a given DApp.

where

Figure 27 shows the “Pledger Integration Demo #1” with the demo description.
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Figure 27: Pledger Integration Demo #1
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5.3 Validation and Verification

The MVP requirements addressed by the DSS tools are reported, showing the SUC that are enabled by
the final release, using the list taken from D4.3 and updated with the finalized integration with the other
Pledger components. All are now in “completed” status.

»

»

SUC.01 “provide App profile details”. Covered by the DSS with both the manual insertion of DApp
properties and those provided by the AppProfiler described in the integration activities of T5.2.
SUC.02 “deploy App components”. Covered by the DSS which supports Kubernetes with direct API
calls for “managed” DApps and virtually any possible infrastructure type when using the Orchestrator
for “delegated” DApps, as described in T5.2.

SUC.03 “view available IaaS resources”, covered by the Configuration service and its Ul

SUC.04 “get recommendations for laaS resources”, covered by the Configuration service which
allows the service providers to provide deployment options and by the DSS that has different
optimizations available and supporting documentation to choose the one that better fits a given
scenario.

SUC.05 “select fitting IaaS resources” covered by the DSS which receives the best node for a given
DApp and uses such information during the optimization process.

SUC.08 “get notified about unwanted events”, covered by the DSS receiving SLA violations by the
SLA Manager.

SUC.09 “handle unwanted events. Covered by the DSS which chooses better deployment options in
case of SLA Violations and warnings.

SUC.10 “view suggested recovery actions”. Covered by the DSS taking autonomous decisions. The
selection is done by using the Service Provider preferences which give different priorities to the
actions.

SUC.11 “choose/ perform recovery action(s). Same as SUC.10.

SUC.14 “choose to migrate (parts of) components of App”. Covered by the DSS working on the App
composed of multiple Services and deployment options with preferences.

SUC.15 “choose to scale up/ down (components of) App”. Covered by the DSS as it supports resizing
of App resources.

SUC.16 “configure infrastructure”. Covered by the Configuration service with support to feature auto
discovery.

SUC.17 “make laaS available”. Covered by the Configuration service which provides IaaS to the
DSS.

SUC.19 “TaaS monitoring”. Covered by the DSS that extracts the PaaS and IaaS metrics from
Prometheus, Metrics-server, Goldpinger and the Monitoring Engine. It also includes latency metrics
for cloud offloading and time metrics to measure the DApp time to boot.

SUC.20 “read infrastructure configurations”. Covered by the Configuration service, which shares the
updates with the other core components.

SUC.21 “get laaS evaluation”. Covered by the DSS service, which supports scaling/offloading
depending on the IaaS resource availability.
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6 Conclusions

This deliverable reports the work done in T4.3 “Decision Support mechanisms for Edge/Cloud
computation moving (M6-M33) and highlights the progress since D4.3, released at M20. It presents the
main functional and technical components of the DSS final release, as well as a description of how to
install and use it including references to video demonstrations.

During the second project period, the major advancements have been about new implemented DSS
optimizations, some based on novel technical publications, along with a finer grained control over SLA
violation management as part of the integration done within T5.2.

This work will be used for the last phase about the Use Cases evaluation using the Pledger platform
environment, so the development will continue to support the integration and end-to-end demos that will
be prepared by the end of the project.
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8 Annex

8.1 Configuration Ul screenshots

This subsection collects some screenshots from the Configuration UI, grouped by role, already
described in D4.3 and reported here for readers’ convenience to show the main configuration features
provided to each role.

8.1.1 Administrator.

Administrators are responsible for the creation of Pledger users and for the monitoring of authentication
activities. Figure 28 shows the Administrator drop-down menu while Figure 29 shows the user
dashboard where the Administrator can assign roles to users and enable/disable them. Figure 30 shows
audit logs and Figure 31 the list of Service provider users.

& & © 4 NotSecure | 192.168.111.52:30928 o * @
i Apps [ Google EX Home EX Done EX) ideas B ToDo BN Working [l Reading List

& User management

@ Meirics

Pledger Decision Support Syste v~

1= Configuration

You are logged in as user "admin® [role; adminsirator] & Audits
i= Logs
B AP

pledger-project.eu

Figure 28: Administrator manages Pledger users

-" oty x

€ & © A NotSecure | 192.168.111.52:30928/admin/user-management = % @
i apps B Google B Home [ Done (3 wess [ Tobo B8 Working [ Reading List

& Administration = & A

+ Create a new User

o= Login 3 Email 3 Profiles Created Date % Last Modified By 5 Last Modified Date 3
2 [ [ @ le.org =3 16/02/21 10:56 admin 16102121 10:56
3 dmil dmin@locathost ivatad te

admin admin@locaihos m system
4 roat root@iocalhost system

[roLe @ |

5 api api@iocalhost system

filippo fippo@example.org 16/02/21 10:55 admin 16/02/21 10:56
8 august august@example.org 16/02/21 10:56 admin 16/02/21 10:56

verena verenai@example.org 16/02/21 10:56 admin 16/02121 10:56
10 estela estela@example.org [ roLe 7 | 16/02/21 10:56 admin 16/02/21 10:56
11 gabrisle gabrisle@example.arg 16/02121 10:56 admin 1602121 10:56

Figure 29: Users with roles
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Figure 30: Users login audit
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A& Mot Secure | 192.168.111.52:30928/service-provider A ° :
i apps [ Goagle [N Home [N Done EX idess [ ToDo X Working [E Resding List

Service Providers

8 Provider

iD= Name 3 Organisation Preferences 3
filippo HOLO click View/Edit
august I2CAT click View/Edit

3 verana FILL click View/Edit

5 gabriele ENG click View/Edit
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Figure 31: Definition of Pledger SP and IP users
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8.1.2 Infrastructure Provider.

Infrastructure providers are responsible for the definition of the infrastructure and nodes in Pledger,
along with the required configuration to allow its monitoring. Figure 32 shows the monitoring plugin
configuration and Figure 33 shows the nodes with the hardware features automatically discovered by
Pledger.

B

£ + © & NotSecure | 192.188.111.52:30928/infrastructure o Tt .
#' Apps [ Google [ Home £ Done [ ideas [ ToDa [ Warking [ Reading List

Infrastructures
o Type Infrastructure
o Name 3 s Endpoint 3 Maonitoring Plugin = Proparties & Total Resources 3 Provider
1 ENG_kfs KBS  hitps:/(192.168.111.52:6443  [hkubeconfig’ varkubeconfig- {linfrastructure_type' {'cpu_millicore’; francesco
englconfig' ‘goidpinger_endpoint’ ‘cloud’, infrastructure_location”: ‘24000 'memory_mb':
‘hitp://192. 168, 111.52:30080" 'monitoring_type":  'Vicenza'} '39966}

‘metrics-server)

Showing 1- 1 of 1 Rems.
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Figure 32: Infrastructure with monitoring plugin and resources capacity
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A Mot Secure | 192.168.111.52:30928/node = v » @
i Apps [ Google 3 Home ES Done S Mess £S5 ToDo S Working [E] Reading List

ate 8 new

D
*  HName3 Ipaddress & Properties & Features $
1 kmaster 182.168.111.52  {location”. {"failure-domain. beta kubsmetes iozone™ “nova”, kubemaetes.io/arch”."amdB4" "failure-
21717212244 'ENG_premise’, domain beta kubemetes. iofregion™"Vicenza" "beta_kubemetes io/arch™ "amd64”, "beta kubemetes. iofinstance-type™:"daa13172-baet-493-h254-
favor; o 14" "lopalogy. Jalreglon”"Vicenza® "type":"cloud","node kubemetes iofinstance-type”"daa1317 2-bae6-4919-b254-
‘4_8_30, 14" ""kmaster”,"kubemetes.iolos™ linux®, “topology. iofzone™ "nova®, "beta -hofos®; "linux®,"l
‘node_type"; role kubernetes. io/master”." "node-role. kubemetes lo/control-plane™"™}
‘cloud’,
‘node_master"
"true’}
2 kworkerl  192.168.111.53  {location’: {"failure-domain.beta_kuberneles. jolzone™ "nava” “feature. node_kubemetes.io'kernel-config NO_HZ_IDLE™:true” “feature.node. kubemetes.io/syster
'ENG_premise’, os_release.|D™: "ubuntu”,"feature.node kubemetes. iofcpu-cpuid AESNI™:"true”,"feature. node. nfsyst ,_release VERSION_|ID.major”;
‘flaver domain.beta kubernetes.io/region”™"Vicenza®, feature.node kubernetes. lo/system-os_release VERSION_ID minor®:"04", Teature.node kubemetes. o
‘4_B_a0, l:puld SSE4™"true”,"feature node kubermetes. io/kernel-version. minor™:"15%, "bela kubemetes infinstance-type™"daal317 2-baef-42f9-b254-
‘node_type" 14" “topology infregon™:"Vicenza","type”: “cloud”, "node. Kube«neres infinstance-type™:"daal3172-bae6-4 519-b254-
‘cloud’} fheBB5972814" "kubernates jothostnama™: "kworker1”,"feature_node. 4 I jon.full*-"4.15.0-137-g ic”,"feature.node
os_release VERSION_ID™:"18.04" "lopology kubemetes iolzone”™ "nova”,"beta_kubemetes kolos™ "linux" "feature. node kubernetes lolcpu-
cpuld HYPERVISOR™ true”, "feature. node kubernetes. io/pei-0300_1013 present™"true” "kubernetes io/arch™. "amdB4","feature node kubernetes. iofk:
wersion revision®: "0, feature node kubemetes. infcpu-cpuid AV "true”,"beta_kubernetes iofarch” "amd64", "feature node_kubemetes. iolcpu-
cpuld, VMK true”,“feature.node. dnlcpu-cpuid FMAS™: "true”, infos":"linux",feature.node kubemetes lofcpu-
cpuid S5E42": "trug”, featura_node. ik I ion.major®;"4", Nocation™; "Vicenza®, feature. node kubemetes io/cpu-
cpuld AVXSLOW™"true” "fealure. node. kubermeles lo/kemel-config NO_HZ" "true®, “leature.node. kubemetes. io/cpu-cpuld AVX2""true"}
Figure 33: Nodes with feature auto-discovery features working to identify HW availability
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Service providers are responsible for the configuration of the DApps, their preferences about the
deployment options to filter and prioritize the DSS options. Figure 34, Figure 35, Figure 36 show the
configuration of catalog applications, services. Figure 37, Figure 38 and Figure 39 show the
configuration of SLA and Guarantees.

- == CatalogApps X O

8.1.3  Service Provider.

& 3 C 4 NotSecure | 192.168.111.52:30928/catalog-app o »@
¥ Apps [ Google £ Mome [ Done [ Mdess 5 ToDa ) Wrking [l Reading List

Catalog Apps + Create a new Catalog App
D= Name App Deseriptor 3 Service Provider &
& public-app dlick View/Edit @ \View #Edit X Delele
risk-detecior dick View/Edit august @ \View #Edit X Duloe

Showing 1 - 2 of 2 itemns.
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Figure 34: Catalog applications

M e ————————
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A Not Secure | 192.168.111.52:30928/app/3/view =t @

i apps 3 Google ES) Home [N Done S weas [ ToDo [ Working [E Reading List

App 3

Name
risk-detector

Status
STOPPED

App Descriptor
app_name; risk-detector
services
-id: 3
name: rsk-detecior
descriplor: risk-detector descriptor
type: KUBERNETES
-id: 2
name: tram-detector
dulach
type: KUBERNETES
service_links:

- source: 3
desiination: 2

service_name: risk-detecior

Figure 35: DApp composed by multiple services with K8S descriptor
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A Not Secure | 192.168.111.52:30928/service/2/view o & @

i Apps [ Google BN Mome [N Done EN ideas §9 ToDo BN Warking [E] Reading List

Service 2

HName
tram-detecton

Profile
CPU
Initial Configuration
{Minitial_memaory_mb®: "200°, "initial_cpu_millicore": "200")
Runtime Configuration
Deploy Type
KUBERNETES
Deploy Descriptor
apiVersion: appsivl
kind: Deployment
metadata:

labets:

app: tram-detector

name: tram-detector

namespace: PLACEHOLDER_NAMESPACE
spec:

replicas; 1

selectar:

Status
STOPPED

Figure 36: Service with descriptor and initial configuration about resources (Kubernetes)

B - L ittt i ittt ettt ittt ®

€ =2 & A& NotSecure | 192.168.111.62:30928/sla ot W o 3

i Apps [ Google BN Home [ Done B ideas [ ToDo B Working [0 Reading List

Slas
ID* Name$ Type = Creation & Expiration & Service ¥ Infrastructure Provider 3 Service Provider &
1 SPlaugust) - IP[esteia] INT May 20, 2021, 1:52:32 PM risk-dotoctor  estela atigust @\View #Edl X Dalels
2 SPlaugust] - IP[francesco] EXT May 20, 2021, 2:05:02 PM risk-detector  francesco august @ view #Edil X Delels

Showing 1 - 2 of 2 items.
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Figure 37: SLA definition
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A Mot Secure | 192.168.111.52:30028 /guarantes L .
£ apps BB Google BB Home Bl Oone B Wees BB toDo R Working | B Rasding List

Guarantees Create a new Guarantes
o Thrashal Threshold Threshold h ™ q
- Name 3 Constraint 3 Warning = Mild Serious 3 Severa ¥ Catastrophic Slas
responseTime  responseTime <= = a0 =100 =1000 =10000 >100000 SP[august] -
100 |Plestela)
5 latency iatancy <= 30 =27 >30 >300 >3000 >30000 SPlaugus!] -
|P[estela]
2 responseTime  rasponseTime <= =180 =200 >2000 >20000 >200000 SP{august] -
200 |P[francasco]
[ latency latency <= 40 >36 >40 =400 >4000 >40000 SPlaugust] -

IP[francesca]

Showing 1 - 4 of 4 items.
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Figure 38: Guarantees definition

€ & © A NotSscure | 192.168.111.52:30928/service-constraint - »@ i
3 Apps B3 Google FN Home [N Done [ ieas §3 ToDa B Warking | [E] Reading List

Mpss - &

Service Constraints + Create a new Se

[ ey Name % Category & Value 3 Value Type 5 Priority * Service ¥

1 node_master FORBIDDEN true taxt (1] tram-detector

2 location MANDATORY |2CAT_premise tet 1 tram-detector

3 node_masier FORBIDDEN true bt [+] risk-detector

a location OPTIONAL |2CAT_pramise tenct 1 risk-detector

6 node_type OPTIONAL edge text 1 risk-detector

[ location OPTIONAL I12CAT_pramise text 2 risk-detector

T node_type OPTIONAL clowd teauxt 2 risk-detector

Showing 1 - 7 of 7 items.

pledger-projecteu

Figure 39: ServiceConstraints, setup by the SP, to express deployment preferences
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